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Introduction

This cookbook is designed as a quick reference of Europa's how tos for today’s technical
administrator.



Checking to see if Europa is up and running

Basic Menu

Checking to see if Europa is up and
running

The following steps will show you the easiest way to check if you have the correct
configurations.

1. Go to Reachability Page: Click the Tools drop-down menu and select Reachability
Test.

|Eurn|:|a System Setup Maintenance  Administration T-:ujlséReparts

é, Quarantine Manager
System Status (2009-3-12 17:31:28) &% !Tﬁ Beachability Tost
& Remote Support

T e e

2. Run the Reachability Test: Click the HTML Report button.

Reachability Test
[ HTMLReport | | PDFReport |

3. Analyze the Reachability Test result

Ping Test is being performed for each IP in the Reachability - Ping Test table to check if it
is up and running.
For each IP configuration that is OK, you should see OK in the Status column.

For each IP that is either incorrectly configured or unavailable/blocked at the moment, you
will see Unreachable in the Status column.




Checking to see if Europa is up and running

Reachability Test

| HTMLReportt | | PDF Repert |

Reachahility - Ping Test

DMS Server

Gateway

Realtime Blackhole List-1
Realtime Blackhole List - 2
Realtime Blackhole List- 3
External Spam Database -1
External Spam Database-2
External Spam Database - 3
External 2pam Database -4
External Spam Database -5
irus Definitions -1

Virus Definitions - 2

_database.clar

255 265 2550
192.168.0.1
zen.spamhaus.org
hl.spamcop.net
chl.abuseat.org
c303.cloudmark.com
c301.cloudmark.com
c305. cloudmark.com
c302.cloudmark.com
c304. cloudmark.com
db.ca.clamav.net

Reverse Look up - MSlookup Test
Europa postman  182.188.0.11

Report Generated: 2009-3-18 11.57:33

Unreachable
OK
Unreachable
Unreachable
Ok
OK
OK
Ok
Ok
Ok
QK

- OK

Bl

For example, the sample reachability report above shows that:

* DNS Server configuration is incorrect.
* Gateway configuration is correct.

Setting up User Account

Go to the User Setup Page

Europa  System Setup  Waintenance  Administration  Tools  Repors
Admin passwaord
System Status (2009-3-19 10:52:47) & i
MROF
CPU Usange i

1. Click the Administration drop-down menu.

2. Select User.




Setting up User Account

To Add a new user

User Administration

Domain Mame |testing.com V!

mﬁ! LDAP Connector | Impart Users l;
: I

Humber of Users: 1

1
Ol User Name Group User Alias Edit  Pwd
[  admin testing.com @ -
1

| Add User | |Delete | | Cancel |

Select Current Users Tab.

Select domain from the Domain Name list.
Click the Add User button.

In the User Administratrion pop up panel:

il

User Administration [%]

User Name |@testing com

groupPath |testing.com %

User Alias {Optional) | Delote Al
elete Aliag

| Update User | | Cancel |

5. In the User Name field, enter the full email address. (* required)
6. In the Group Path field, select the group for user. (By default, domain is selected)
7. Click the Update User button.




Setting up User Account

To import new users with LDAP Connector

1. Select LDAP Connector Tab.

Current Users

LDAF ™ Enable ¥ Disable
Auto Add LDAP users ¢ Enable ™

LDAP Connector

Server P |192.168.0.123

Fort (389

Login ID admini@europa.local

Lﬂlglﬂ F'E.EEWCII'd TR R R

|Test Lc:ngin| Tast b

2. Enable LDAP

Fill in all the fields in LDAP Connector Tab:

* Enable LDAP:

Import Users

Forward Address

Mail Delivery

Select Enable: This allows you to import users from the LDAP server.

Auto Add LDAP users: select Enable to have Europa always check recipient's email

ID againt the LDAP server and add user if not already exists.

¢ Server IP: IP address of the LDAP server.
e Port: LDAP port ( Default: 389, alt. port: 3268)
Login ID: User login name must be of Active Directory Domain. If your Active

Directory login is '\ladDomain.local\\loginID' your Login ID would be

loginID@adDomain.local

* Login Password: Login ID's domain password.
3. Click the Test Login button to validate your LDAP login information.

( If Europa can make connection to the LDAP server successfully, the fields in the
LDAP Query section will be enabled. You may now set up your LDAP Query for user

import.)

LDAFP Query Y must f

Domain Name surcpa.ocal

Server Type | Aclive Directory Customization :J

Base String cn=user

! .de=europa. do=lkocal

Filter lor user 1D || &(objeciCalegory=parson)(objeciClass=user)mail="eu))

Attribute for Europa 1D |mail

Aftribute for Europa Aliases |

| Test Fitter |

Record Mo. |Shcw record | (Enteri

Save ECance! iReseW: Detaults | |

tive Directory Customization

‘essible Filter to use:

el - Far full email addess

- Forcurent domain name

iler Examples:

(& jobjectCategory=pamonjob jectC Bss=userimail=%u)) - Default
rra =%

(5 (romy M A E =" u ) my Do main="Td )

‘ossible Attribute for Europa IDalinses:

* Domain Name Internal domain name. (ie. If your Active Directory login is
'l\adDomain.local\loginID', your Domain Name would be adDomain.local)




Setting up User Account

* Server Type: Version of the Active Directory server.

* Base String: This search base defines the starting point for the search in the
directory tree.

eg 1: default Base String would be cn=users
eg 2: For Small Business Server (SBS) should leave this
Base String field 'empty'.

* Filter for user ID: You may only change this filter if your server Type is Active
Directory Customization, this field is disabled with preset value otherwise. This
field is mostly used for importing users from distribution list.

eg 1:
(&(objectCategory=person)(objectClass=user)(mail=%u)) -
default

eg 2: (mail=%u)) - to view all objects with email address
including distribution list;

* Attribute for Europa ID: Used ONLY for Active Directory Customization &
OpenLDAP. The attribute containing '%u' in the filter.

Attribute example:
mail - (Using the above example 1 & 2, mail=%u )
e Attribute for Europa Aliases: Used ONLY for Active Directory Customization &
OpenLDAP.
Attribute examples:
maildrop - typical attribute for aliases
memberAddress - typical attribute for aliases

* Record No.: Enter the record number to show all attributes in this record. If it is
empty when you click Show record, the first record will be displayed.

4. Click Save to save your LDAP configurations. And you are all set to import the users
from LDAP server.

5. Import users from LDAP
6. Click the Import button.

Sync LDAP x ||

Update |
Active Direclory (192 168.8.57) for ‘test com Europa (SelectClear All Import)

Userabc (email abc@testcom) e

Alias abcde@testcom, abc@bed.com abede@test com, abc@bed.com

Path abc abe

Useradmin (email admin@test com notin LDAP) [ I RAsiiar Eacer b |
Alias

Path admin

UsarJovian Tec (email jovtec@test.com) &

|Aliasjt2@test com 2@ testcom

Path group 1 / jovtec group1 /joviec

Usermailtester test (emall malltester@test com) [1&d import User 10 inta Eurapa

|rlias—

Patn mailtester

£ >

7. To import user from LDAP server to Europa:

Check the checkbox beside Import User ID into Europa.
8. To remove user from Europa that does not exist on LDAP server:




Setting up User Account

Check the checkbox beside (Virtual Local User).
9. Click the Update button. (At the top/bottom of page).

(Note: for details for the background color of row, please refer to the legend at the
bottom of page.)

To import new users from CSV file

1. Select Import Users Tab.
2. Create the CSV file.

Look at the CSV example, click the See CSV Examples button.
3. Click the Browse button and select your CSV file.
4. Click the Upload button.

Import Users %
Import| | Cancel
Mew Users:
Uszer Mama uger Alias 1 user Alias 2 user Alias 3 Forward Addreas Password Group
uger123 uzer'alias New Password testing.com/testing

5. Click the Import button.

Setting up MPOP Account

Go to the MPOP Setup Page

Eurcpa  System Setup  Kaintenance  Administraticn Tools  Eeports

Ilser

System Status (2008-3-11 15:51:08) q MPOP

1. Click the Administration drop-down menu.
2. Select MPOP.

To view an MPOP Account

MPOP

Domain Mame | testing.com |

-Dnmain Setup I!ﬁﬂ

User Mame | "I @

ladmin___|

[pdd] [oeete] [Upsete] [Cancel]




Setting up MPOP Account

1. Select User Setup Tab.
2. Select user from the User Name list.

Domain Setup Eﬂ

Uszer Name !_ﬂdl'ﬂil"- V-_ o

Enable Email Addrezs Email Server SEL Port Auth Paz=zword Kee Tezt

Mo records found.

Add| |Deiete | | Update | | cancel |

To add an MPOP account
1. Click the Add button.

Demain Setup wﬂ

UserName | admin | @
Enakile Email Addresz Email Server Z5L Port Auth Paszwaord Kee Test
[ | Dizabled | | No 110 | us=er Mo | Test
Add | i | | i | | Cancel |

2. In the Email Address cell, click and enter your mpop account address.
3. In the Email Server cell, click and enter the IP/name of the MPOP server.
4. In the SSL cell, click and

select Yes if your MPOP server requires a secure connection (SSL). The port will
change to 995.

select No if your MPOP server does not require a secure connection. The port will
automatically change to 110.
5. In the Port cell, click and enter the port that your MPOP server uses to pop emails from.
6. In the Auth cell, click and select the authentication method supported by your MPOP
server.

(Note: For the SSL, port, and Auth fields, please refer to your MPOP service
documentation for details.)
7. In the Password cell, click and enter your mpop account password in the Password and
Confirm Password fields. Then click the Save button.
8. In the Keep cell, click and

select Yes if you want to keep the emails on the MPOP server after being popped down
to Europa.

select No if you want to remove the emails from the MPOP server after being popped
down to Europa.

(Note: You are suggested to test the connectivity before saving your MPOP
account.)
9. Click the Update button.

Test the connectivity to an MPOP account




Setting up MPOP Account

Click the Test button to test: Europa uses the provided user ID and password to try to login
the POP server.

Enable Email Address Email Server S5L  Pot  Auth  Password Keep Test
[[1 Disabled tester@joviantechnology com  mail joiantechnology com = Neo 110 user Mo !Tesl-i
|Add | Delete | [Update’] | Cancel

To enable an MPOP account to pop mail
If the domain level MPOP service is enabled, when MPOP is enabled, emails will be popped
in the Pop Time Interval.

Enable Email Address
il Enable O Disahle echnology.com
| Cancel !
|.l‘5'.dd e ur.-ua“l.l: T 1 'k..-. i'll:El |

1. In the Enable cell, click and

select Enable
2. Click the Save button in the Edit Cell.
3. Click the Update button at the bottom of the User Setup page.

To disable an MPOP account from pop mail
When MPOP account is disabled, even if the domain level MPOP service is enabled, emails
will be not be popped.

Enable Email Address
O | © Enable ®}Disabjg [technology.com
Save ' Cancel |
Add | Y ) orl B I I UHUE‘LE | I U ﬂCEl |

1. In the Enable cell, click and

select Disable
2. Click the Save button in the Edit Cell.
3. Click the Update button at the bottom of the User Setup page.




Setting up MPOP Account

To remove an MPOP account from user

Enable Email Address Email Server SSL Port  Auth Password Keep Test
Disabled tester@joviantechnology com  mail joviantechnology.com = Mo 110 | user Ma i_T_esL
[42d] [Delete | | cancel |

1. Click the checkbox of the MPOP account that you want to remove.
2. Click the Delete button.

Enabling/Disabling MPOP Service

Go to the MPOP Setup Page

Eurcpa  System Setup  Maintenance  Administration Tools Repors

Ilser

System Status (200%-3-171 15:571:05) q MPCF

1. Click the Administration drop-down menu.
2. Select MPOP.

* By default, you are in the Domain Setup tab.

MPOP

Domain Name | testing.com ¥ |

IMPOPR feature is Disabled

Imﬂ User Setup |

MPOP ( Enable ® Disable

Pop Time Interval | MNever :I | - lom: |
MPOP Server Cleanup
Cleanup MPCP Server (O Enable & Disable

Remave Mails fram MPOR Server After [30 Days Vﬁ[

| Update | | Cancel ‘ | Feset to Defaulis |
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To Enable MPOP Service

1. Select Enable next to MPOP.
2. Click the Update button.

To Disable MPOP Service

1. Select Disable next to MPOP.
2. Click the Update button.

Changing System Admin's password

From the Basic menu

Go to Admin password Page

Buropa System Setup  Maintenance  Administration  Tools  Repors

ﬁ;ﬁudmin password
System Status [2009-3-12 16:02:39) &% ﬂ T

k= MPOP
CPL lsane | |

1. Click the Administration drop-down menu.
2. Select Admin password.

In the Admin Password panel

Admin Password

Password |
Confirm Password

| Update | | Cancel |

1. Enter the password in the Password and the Confirm Password fields.
2. Click the Update button.




Switching from Basic to Advance Menu
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Switching from Basic to Advance
Menu

Eurcpa  System Setup  Kaintenance  Administration Tools  Repords

Help!

Current System Status
Switch to Advance Menu
Freferences

Arrange All Fanels
Cascade Panels

Alout BEuropa
Logout

1. Click the Europa drop-down menu.
2. Select Switch to Advance Menu.

Checking the current Europa Email
traffic

Go to the operation status page

| Europa  System Setup  Maintenance  Administration  Tools  Repors ‘
Operation Status
Remote Support Ermail Summary

CLP Report

1. Click the Reports drop-down menu.

2. Select Operation Status.

Operation Status
Refresh [20s ¥ | Last [30 Sec ¥ | Detail Leve! [ENENE MMM ~ | Order [ Reverse | Set Refresh
3. Select the Current tab.
4. Select the desired options:

Refresh: This is the time interval of when this current operation status page will be
refreshed.

Last: This Current operation status page will display all the logs within the last
number of seconds/Minutes/Hours.

Detail Level:
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Show All: Shows all logs.
Skip Connection: Shows all logs without any smtp connections information.
Unknown recipients: Shows all logs of all known users.

Skip HCP and CLP: Shows all logs of without any IPs being dropped from the
HCP or CLP list.
5. Check beside Reverse if you want to list the status from the most recent time to the
earlier time.
6. Click Set Refresh button.

Getting support

Go to the Remote support page

|Eur-:||:|a Systemn Setup  Maintenance  Administration  Tools  Repords |

Guarantine Manager |
Quarantine Manager Reachahility Test
Femote Suppaort

1. Click the Tools drop-down menu.
2. Select Remote Support.

Remote Support

Connection Status Inactive
Connect to support.joviantechnology.com

Connect Pot & Auto © PO O P1 O P2 OP3I O P4
‘ Connect |

3. Beside Connect Port:
Select Auto for auto port selecting,

or Select Px as directed by the Jovian support. (where x=0,1,2,3,4)
4. Click the Connect button.
5. (If your Europa box is successfully connected to support.joviantechnology.com, you
will see Active beside Connection Status.)
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FAQ

Configure Outbound auto-whitelist

There is a new feature in Europa can help the user build their whitelist seamlessly, its
called 'Outbound auto-whitelist’. Europa can capture all outbound recipients and
automatically add to users' whitelist. Following are the steps to setup.

Outbound auto-whitelist:

1. Allow outbound traffic from firewall

* Make sure outbound port 25 is not blocked by firewall
2. Enable outbound filtering
* >> Administration > Service > Domain Service Administration > Outbound Mail Scan
Service: Enable
3. Add Exchange to anti-relay
e >> Filters > Connection Level Protection (CLP) > IP Access List > Add: (Exchange's
IP) > Update
4. Redirect outbound mail to go through Europa. Setup Exchange smarthost, reference:
* http://www.dnsexit.com/support/mailrelay/exchange/setup.htm
* >> following are some reference steps for general Exchange setup, it may varies with
your local Exchange settings.

Exchange 2003
Steps:
* logon to exchange

* Programs > Microsoft Exchange > System Manager

* left panel: Servers > (serverName) > Protocols > SMTP > Default SMTP Virtual server
* right click and select properties

* Tab-Delivery

* Button-Outbound connections
e Field-TCP Port: 2525

* Button-Advanced

e Field-Smart host: <Europa hostname>
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Exchange 2007
Add smarthost:

Open Exchange Management Console

Click on the + next to Organization Configuration

Select Hub Transport

Select the Send Connectors tab

Right-click on the existing Send Connector, select Properties and go to the Network
tab

Select Route mail through the following smart hosts: and click Add

Field IP Address: <Europa IP>

The changes you've made to the Send Connector will take effect straight away without
you having to reboot the server or restart any services.

Setting smarthost port:

change port in powershell

Set-SendConnector -Identity "SEND CONNECTOR NAME" -Port 2525




