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User_Guide Version 2.2
Introduction

This guide is designed as a reference guide for Europa user, providing a set of intructions to manage spam and
emails using the Quarantine Manager.

Europa is an anti-spam and anti-virus email server. It filters out spam and viruses from your inbox. Legitimate
email messages are delivered to your inbox, while junk and virus-infected email messages are either routed to
your quarantine folder or dropped. Europa provides each user with a Quarantine Manager where you may access
to your quarantine folder. (For more details on what a Quarantine Manager' is, please refer to the Using the
Quarantine Manager section below.)

As a user, you are able to:
® Access your emails.
¢ Set up your MPOP account.
® Manage your false positive and spam.
¢ Change your password.

® View your configuration logs.

And much more...

Login to Europa

There are several ways that you can login to Europa:

1. Use the summary icon in an enveloped email
2. Use the summary icon in a Daily Email Summary
3. Use Europa URL

To login to Europa, you must use one of the following web browsers - Internet Explorer(IE) 6.0 or greater /
Firefox 1.0 or greater.

Note: To use method 1 & 2, you need to make IE/Firefox a default web browser. (Please refer to your web
browser's documentation for more information on setting web browser as default.)

Using the summary icon in an enveloped email when PSM is enabled

If you do not see the PSM icons in your email, your Europa user ID does not have the PSM feature
enabled.

The following instruction is not applicable to you.

Personal Spam Management (PSM) is a (patent pending) feature unique to Europa. When an email is filtered
through Europa, the email is enveloped by inserting the following PSM icons. The user can click the email
summary icon to jump to Europa login page.

Introduction
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Attach ts: - .
s Click here to login

N —
@ @ Powered by Europa SPAM controller

Using the summary icon in a Daily Email Summary

By default, for each user ID, Europa will generate a Daily Email Summary report email. This Daily Email
Summary report contains the information and status of all the emails being received by Europaemail for the
previous day. This report is delivered to the user ID's mailbox every night at 3 A.M..

8 From Subject
U Europa System Administrator Europa Daily Email Summary (Fri Jun 19, 2009)

When you open this report email, you can click the summary icon to jump to the Europa login page.

Eu.rnpa Dmh' Email Slm'mar_v. Tue Jtm 16, 2009
Rﬂpnﬂ*tuﬂﬁ:g M-BG-H nsmm

¥
Click here to login

Using Europa URL
Enter your Europa URL into the web browser (For example: http://your_europa_domain_name/europa).
The Europa login web page will appear.

\_ | Furopa

=, Usarhama

Pasgann

Langaige | English i+

'\ll(/ L n [ Rgermimbarits

Use your email address as user name and your password to login to Europa.

Overview

There are 2 menu modes on Europa. You may change the mode under preferences.

¢ Basic menu - for beginners.
¢ Advanced menu - for experts.

Basic Menu

The basic menu has the minimal set of tools for you to manage Europa.

Using the summary icon in an enveloped email when PSM is enabled
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™ Usor Home Page

s

% Praferences
Tools

Ennhgum persanal diqﬂrl.:lr prelreorcos

=
=i Quarantine Manager ;. quarantined emails based on search criteria
Utinies

|:ﬂ'?
(B ElnckWhite LIst ey BlaskWhile List

B

las Change Password Change password

Emall Admin

& MrOR Pop dewn emails fem ather Email Account{s)

::f Wk Mall Go to Europa Walk Mail cliant

Emall Reporis

=

% Summary Viiew arnall histesg'stalistics repart
Advanced Menu

The advanced menu has the full set of tools for you to manage Europa. From this menu, you may view your
current configurations of Europa services; and you may even customize your own settings if permitted by your
administrator.

Europa  Tocls  Ltiies  Emod Admin  Emed Reports  Logs

i‘f Wser Home Page

_-'? Preferences
Tools
,lﬂ At antine Manager

Configure personal display prefreences

Wiews quarantined emails based on search crilena

o
{ Discovery Manager : : ; :
=y YNy wiw pass-In inbound and oulbound ermails Based on Search titena

&

&Seude‘: Profile Analysis Wiew amall sanders’ siafus
LHilitias

& Antl-Spam Configure Anti-Spam sefings

S Personalized Span Matagement PSM ooy o pere o stized Spam Managerment (PEM) options

7 Black\Wiite List

Viewtodity Blackivwhile List
f
kT Chanme Povsswond Change password
Emall Adimdn
| T g Senvice Sat up forwarding email addresses
Wl MroE Paop down emalls from other Emall Bccount(s)
B web tai 50 ta Europa ¥Web Mail client
/2 futo Reply Setup Sat up outof office Auto Replhy
Email Repors
Ig Summary Wigw emall histonystatistics report
g schedule Sat up emall hislordstatistics repor schadula
Logs
"'Jr Senvice Log Wienw LUlsar Sarvice Logs by calegory

Accessing your Webmail

@ You can only access your webmail if Europa's mail server function is enabled.

Europa Webmail allows you to view, read, write, delete, move and search emails easily from anywhere as long as
you have internet connection and a web browser.

Overview 3
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There are several ways that you can access your webmail:
® From Europa login page
¢ From Quarantine manager menu
¢ From Webmail URL

From Europa login page

By default, the Europa login page leads you to the Quarantine Manager. You need to switch from Quarantine
manager to Webmail login page:

Click the Europa Webmail link to switch to Webmail login page.

Furopa

User Mame I

Fassword I

Language IErIg!iSh j

Login | Remember Me

1ot

= Click here to Iogin’(/EIJ;Ea Weh%
"‘-!-\_\_____,_,-n-""

From Quarantine Manager

To switch from the Quarantine Manager to Webmail: Select Email Admin drop-down menu and click Web
Mail menu item.

| Eurcpn  Toos Utities | EmmiAdmin | EmoiReports  Logs

W Forwarding Servce -
7® User Home Page . MPOP
2 & WebMal
+7 Preferences 2 huto Reply Setup o narn
From Webmail URL

Enter your Europa webmail URL into the web browser (For example:
http://your europa domain name/webmail).

Here is a sample Europa webmail interface.

| yiCompose |[jFolders 2pSearch [y FH L] @ | ) Optiens @

Previous |Next | 1234 56| Show All | Select Al Viewing Messages: 1to 15 (2398 total)

click icon to manage
your email accordinghy

]| From |Data + |!| Subject
[ Europa System Administrator  4:01 pm Eurcpa Hourly Emall Summary (Wed .
[” Windows Security Tactics 2:04 pm Are your Microsoft Windows security i

Accessing your Webmail
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Switching from Webmail to Europa’s Quarantine Manager

When Europa is both the email filter and the web server, you may need to switch from webmail to the quarantine
manager.

To switch from Webmail to Quarantine Manager

1. Select Options.

: 39Compose | Folders SnSearch ) 58 ] 3 ( ) Options

Ealad Al

Click to g0 to the optiom menu

2. In the OEtions menu, click View Sﬁam Summari.

_ ':kt S - q“arin'hr Mﬂnﬂatr

Setting up your MPOP Account

@ In the following section, the domain level MPOP service must be enabled. Otherwise, the user level
MPOP service will not start.

Europa user can setup an MPOP client that retrieves emails from other POP servers. Each user may add up to §
MPOP accounts.

Go to the MPOP Setup Page: Select Email Admin drop-down menu and then click MPOP menu item.

| Europa  Toois  Ulites | EmaiAdmin | Email Reports

o] Forwarding Service
® User Home Page i ff MPOP
) @ Web Mai
b4 Preterences 2 Auto Reply Setup
Add an MPOP account

Switching from Webmail to Europa's Quarantine Manager 5
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1. Click the Add button.

MPOP Aocount Satup RO Earvar Chaanup

T TS ST P e U W PSS e e
F Disabled | l | Mo 110 user b en] |
) (o) (o] (Ganeet
2. Click on the Email Address cell, then enter your POP account address.
3. Click on the Email Server cell, then enter the IP/name of the POP server.
Note: For more information on POP server, please consult your administrator or refer back to the
documentation provided by your POP server.
4. Click on the SSL cell, then
select Yes if your POP server requires a secure connection (SSL). The port will change to 995.
select No if your POP server does not require a secure connection. The port will automatically
change to 110.
. Click on the Port cell, then enter the port that your POP server allows you to pop emails from.
6. Click on the Auth cell, then select the authentication method supported by your POP server.
Note: For the SSL, port, and Auth fields, please refer to your POP server documentation for
details.
7. Click on the Password cell, then enter your POP account password in the Password and Confirm
Password fields. Click the Save button.
8. Click on the Keep cell, then
select Yes if you want to keep the emails on the POP server after they are popped down to
Europa.
select No if you want to remove the emails from the POP server they are popped down to Europa.
Note: You are suggested to test the connectivity before saving your MPOP account.
9. Click the Update button.

|91

Test the connectivity to an MPOP account
Click the Test button to test: Europa uses the provided user ID and password to try to login the POP server.

Enablg Email Address Email Saner S5L  Port  Auth  Passwosd | Keep | Test [

=

| [0 | Disabled | testerfdjeviantechnology.cem  mail jevantechnology.com | He 110 | wger Mo Teat

Add| | Delete | |[Updata | | Cancal

Enable an MPOP account to pop mail

1. Click on the Disable cell, then select Enable radio button. Click the Save button.
2. Click the Update button at the bottom of the User Setup page to save the changes.

Enable Email Address

| O | ® Enable © Disable fechnology.com

Cancal

Aﬂdi Fueiere T Tupuare T wenCeél

Note: Please consult your administrator for the time interval between popped emails.
Disable an MPOP account from pop mail

1. Click on the Enable cell, then select Disable radio button. Click the Save button.

Setting up your MPOP Account 6
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2. Click the Update button at the bottom of the User Setup page to confirm the changes.

When the MPOP account is Disabled, even if the domain level MPOP service is enabled, your emails for that
MPOP account will not be popped.

Remove an MPOP account from pop mail

1. Click on the checkbox (located on the left-hand side) of any MPOP account you want to remove.
2. Click the Delete button to remove the MPOP account.

Enakila Ermail Addinss Email Sarear S3L  Pot | Auth, Pagsward | Hedp, | Test |
[#] Disabled tester@jmviantechnology com  mall jniantechnglegy.com | Mo 110 | wser Blo | Test
Delste Cancal

How to manage false positive (if any)

False positive occurs when a legitimate email message is incorrectly classified as spam.
There are several ways that you can manage your false positive:

e Using the Europa Junk folder
e Using the Quarantine Manager
¢ Using the Email Summary Report

Using the Europa Junk folder

@ Europa Junk folder is only applicable when the domain level Quarantine Sync folder service is enabled on
Europa.

When the Quarantine Sync folder service is enabled on Europa, you will see a Europa Junk folder in your
Inbox. It has all the quarantined emails that were filtered by Europa.

Mail Folders =

2 Al nail Ttems - =
[E) PSS Feeds -
U= Sent Htems

TII

o LG Search Folders
= £ ericwiEjoviantachnology—

3 5 Inbox |
3 admail
3 amsden
[ Dwafts
[ Europa Junk (2]
23 SraphicFrinting
3 icsa

P |

1 IR&F
All the quarantined emails will periodically synchronize with this Europa Junk folder. You can use any email

client program (such as Outlook) to view the quarantined emails in that junk folder.

How to manage false positive (if any)
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|2 Europa Junk [search Eusepa tunk
| 108y @l From Subject Recsived

|2 Date: Yesterday
[ = Cincom Expert A, “"5PAM"" How to Define Drive and Mexsure Customer Pro Gability? Tue 471472003

I:;I Duabes Last Week
| &3 = Cincom Espert Ac.. *"3PAMT"* Brushes With Greatness or ... Cve Hever Met 3 Cheeseburger 1 Didnit Like Tue 4/7/3008 T

| =] Date: Two Weeks Ago
| = o Cinoom EI:pE\'I A *EPARMS [ the Company of Heroes You Lesin to Yield .. to Heal Tue 3312009
|

*SPAM** How to Define, Drive and Measure Customer Profitability?
Cincom Expert Access [events@dincom.com]

Manage your quarantined emails
Release email - Drag the email from the Junk folder back to Inbox.

BlackList / whiteList sender - Click on the black/white list PSM icon in email accordingly (For more
information, please refer to the PSM section. )

Search / delete email - Same step as Inbox. ( For more information, please refer to your email client
manual. )

Using the Quarantine Manager

Quarantine Manager is designed to make viewing, searching and releasing quarantined emails easier. With
Quarantine Manager, you will be able to:

¢ Quickly find the quarantined messages you need.
® Release the emails back to your Inbox.

Go to Quarantine Manager page: Click Tools from the drop down menu and select Quarantine Manager
menu item.

| Ewopa | Tools | Uties  Emsil Admin

| A Gusrantine Manager -
Puse R
| LQ Discovery Manager
2.1 é Sender Profie Analysis
«0 Prererences
Manage the quarantined emails in Quarantine Manager

When the Quarantinue Manager panel is loaded, the quarantined email information is displayed as follows.

| o, s atine Manager

' [ Show Al | [ Bearch Guasantined Emalls | [Release | |Raleass emitelist| [ Dalate | [Osiate & Blackiist]

12 dia |58 L) 81910/ oeed> |agler
| [0 Time Ul  Sge Sender
| 20080606 %
[¥] 0071640 In 3k Allen Lo™ <chiztung_toighotmall.com=
[
Eli| et In 17K “Leslie Cheng” ~icheng@aticome

Show All - Click to list all the emails in Quarantine folder.

Using the Europa Junk folder
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Search Quarantined Emails - Click to display the Search Quarantined Emails dialog box.
In the dialog box, fill out the appropriate information to quickly find the quarantined messages
you need.
Release - Click to release all the checked emails in list to your Inbox.
Release & Whitelist - Click to release all the checked emails in list to your Inbox and whitelist the
senders of those emails.
Delete - Click to delete checked emails in list from Europa.
Delete and Black - Click to delete checked emails in list from Europa and blacklist the senders of those
email.

Using the Email Summary Report

Please refer to Using the Email Summary Report under How to increase your usability section for details.

How to control your spam filter

Every email being scanned and filtered by Europa is assigned a score based on the spam rules. How you want to
handle the email at which score level is based on how you configure your email score control level.

Set your spam score

Set your spam score is only applicable if Anti-Spam is set by admin to be user configurable.
Go to Anti-Spam page: Click the Utilities drop-down menu and select Anti-Spam menu item.
[Evogn _Toos [ it | craapomn _emsnopors _togs

— ¥ Anti-Spam j
There are 3 setting options in the user Anti-Spam setup page:

My Domain - The Domain settings of Email Score Control Level are used. Scores are displayed in
READ-ONLY mode.

Factory Default - The Factory Default settings of Email Score Control Level are used. Factory Default
scores are displayed in READ-ONLY mode.

Custom - Email Score Control Level section is in WRITE mode. You may configure to the level as
desired.

| & anti-spam Setup
Lize Settings fom B vy Domain O Factor Defaolt O Gustom
Emall Score Cofrrod Lewve]
SCcHe Type Cormyol Leve]

Cirop

Qusanting L

Tag 5.2

Update| | Cancel

To customize your own set of setting, select Custom radio button and select the scores accordingly.

Using the Quarantine Manager
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Eurppa  Todks  LkBies  Bowel Acdmin Bl Reports Logs

| @ Anti-Spam Sefup
ze Sellings frum{::'h‘k Dormain ' Fa clory Drefault {1 custom

Email Score Control Level
Score Type Control Lewel
il L L

Dvop | 10 - |
[ quarantine | 64+ |

[—
[+ Tag| 4 - |

=1

|Update | | Cancel|

In the example above:

Drop - Emails with score > 10 are dropped. (Uncheck, if you do not want your emails to be dropped)
Quarantine - Emails with score > 6.4 and score < 10 are quarantined in the Europa Junk folder.
(Uncheck, if you do not want your emails to be quarantined)

Tag - Emails with score > 4 and score < 6.4 are tagged and sent to the Inbox. (Uncheck, if you do not
want your emails to be tagged)

Using the Email Summary Report

Email Summary report contains the information and status of all the emails being received by Europa during the
report period. ( For more information about the report period, please refer to the Setting up your Email Report
schedule section for more details. )

Here is the sample of the email summary report.

Europa ﬁnuﬂ}.E.rn;II-éummrr: iﬂl.dl'-llg_.lll —2 FIII

User: tester@|oviantechnology.com. Report limestamp: 2008-07-29 14:01:01
= Action L | A

Jul 29 0520018 Pass

amail e m sander [kaﬁluggn.m ooz, 21 :.1
"= Click any one of these icans to blackfwhite list sender emai/domain,
Manage your black/white list from email summary

To blacklist sender domain: Click @ and confirm your action when prompted.
To blacklist sender email: Click lz; and confirm your action when prompted.
To white sender domain: Click and confirm your action when prompted.
To whitelist email: Click e and confirm your action when prompted.

Here's a sample confirmation panel.

& User Black/White List

Are you sure you want 10 Whitelist the Email “ka@bitplpe.com™?

iWhileIist | Cance!j

Set your spam score 10
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Manage your Black/Whitelist

There are several ways that you can black/whitelist a sender email or domain of received emails:

Using Sender Profile Analysis

@ Sender Profile Analysis only applies when Europa is an email server.

Sender Profile Analysis scans emails for sender email addresses from your Europa Inbox. It shows the sender
addresses and their statuses (whether or not the sender email address is whitelisted or blacklisted) accordingly. If
a sender email address is neither blacklisted or whitelisted, both checkboxes are unchecked. This is an excellent
tool for you to view, blacklist and whitelist any sender email addresses of the recent inbound emails.

Go to the Sender Profile Analysis: Click the Tools drop-down menu and select Sender Profile Analalysis menu
item.

Esropa | Tooks | Ulikes  Emoi Admn
A\, Quaranee Manager
1@, Discovery Manages
£} Sencer Profic Aaysis |

4 Dist
WhlteilSt sender: Check the checkbox in the whitelist column, for any sender email address you want to
whitelist, then click the Update button at the top to save.

Sender Profile Anabysis

; P L I- ]
Creary Email | Last 3 Days j AnalyZe|  sandar Black & While liste :Up-dnle-"@

1

|- Sandar Email iD & ol Emails Blacklist  Whitalist |

-0

| joviankas@gmail com 1 r 1=

1

Blacklist sender: Check the checkbox in the blacklist column, for any sender email address you want to blacklist,
then click the Update button at the top to save.

| Sender Profile Analysis
|
Qe ry Email | La#i 5 Doys j | Analyze Sender Black & Whike lists | Wpdals _@'
! 1 -
Sandar Email ID # ol Emailg Blacklisl  Whiwalisl |
jovianlest@gmalleom | 1 [ = 1 @

| 1

Manually add an Black/White List entry
Europa allows you to add black and white list entry even before you receive any emails from sender.

Note: If you have an existing long list of black/whitelisted email address/domains to add, you may want
to consider importing your list. (Please refer to Import Black/White List section for details).

Go to Anti-Spam Page: Click the Utilities drop-down menu and select Black/White List.

Manage your Black/Whitelist 11
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_Furom  Teoks | Utites | Emoifdmn  EmniReports  Logs
et @ Ant-Spam |
i BiackWhite &8 Perscaized Spam Management (PSM)

[ Bac ke Lis)
%, Change Password

For whitelist,_select the My Whitelist tab. For blacklist, select the My Blacklist tab.

T

T

[ BlackWhite List Administration

My Whitelist || Impor/Expart ky Lists Auto Whitelist | Group BlackWhile List

Display inList & Al Domains and Emails 7 Domains Only " Emails Only

| [~ | Mser Bincklist

| o reconds lound,

J leCRnee | ! Mowe Salected W hisist

Lt | | pokte

Add an entry
Click Add. In the dialog box, enter the email address or domain name and click Save.

In the example below, email junk @spammer.net will be added to the blacklist.

Add New Entry X 1

Usar Blacklist New Enlvyjq_q!@_;qammeg._ne‘{ |
|sawe | [cancer

Delete an entry
Select the entries that you want to remove and click Delete.

In the example below, @test.com will be removed from list.

Display in List ¥ Al Damains and E
1

[ [T UsarBlaskist |

[T junk@spammer.nat
[T @spam.net
[l | @zsieam

1

|..vm |  Deklo , ,- D:lnml"|

Move Entries between list

Select the entries that you want to move and click Move Selected to Whitelist or Move Selected to Blacklist
accordingly.

In the example below, @test.com will be moved from My Blacklist to My Whitelist.

Manually add an Black/White List entry
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My Whilelist | ImportExport My Lisis | Auts whil

Display in List & All Domains and Emails © Domains Cnly T Em
1

[T UserBlacklist
[T @spam.nat
vl @esicom

junki@s pammer.net

A

1

_pod | | Dette | | camcel | | Move Setsted towhasist |

L

View entries in the group level

Select Group Black/White List tab and click on icon to view list.

Group BlackWhie List

My Blacklist | My Whitelist | ImperiExport My Lists || Auto Whitelist

9

| Group Mame Elacklisi  Whitelist |
jowiantachnalogy com |~_. ri
Iesting @ E]

> .
As a user, you may only view the entries in the Group Black/White list. Please contact your administrator for

further inquiry/action.

ViewEaitbbst XK
Group Blacklist: joviantechnology comitesting

Display in List ® All Domains and Emaiis ¢ Domains Gnly © Emails Cnly
1

I™  Group Blacklist
I u@emeom
1

Import Black/White List

The Import Black/White List tool on Europa allows you to massively import a list of both black/white list.

Go to Import Black/White List: Click the Utilities drop-down menu and select Black/White List.

Europn  Tooks | Utkes | EmoidAdmin Emmoil Reports Logs
ﬁ Anb-Sgsm i
&8 Perscnaized Spom Management (PSM)
i Btac kit Lig)

%] Change Password

Select Import/Export My Lists tab.

T T

Import Black/White List 13
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;ng..ﬂl:.rch.:w.h.ne.LI:l :n.h.drn'rl i:-l.mﬂlun

DPEETEREEEN ooy e [N

| mport Flle )

Impart Fils | Browse.. | |impon|
Mole: Thare is no amail address conflicl checking batwesn lists
Export File

E b:p-u-rli

Import file: Enter the path of the file or click Browse... and select file. Click Import.
Import file format specification

e Each line contains only one entry.

® The line ' ' separates whitelist entries from balcklist entries.
e Whitelist entries are located above the ' "line.
e Blacklist entries are located below the ' 'line.

® Any line starting with '#' is ignored.

Example Import File

# This is an example import file
@gooddomain.com # whitelist domain
tester@testing.com # whitelist email
@spam.net # blacklist domain
@test.com # blacklist domain
junk@spammer.net # blacklist email

In the above example,

@gooddomain.com and tester @testing.com are in the whitelist.
@spam.net, @test.com and junk @spammer.net are in the blacklist.

Export file: Click Export. Select save location and click OK.

Using Right Mouse Click
The Europa Plugin allows you to blacklist/whitelist the sender/domain from your Outlook client.
To install the Europa Plugin

1. Go to Europa Resource page: [

2. Scroll down to the Section: Utilities Download

3. Download and install EuropaPluginInstall ( For more information of installation, please refer to the
Installation Document [2])

Using Right Mouse Click 14
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4. Right click on the email in Outlook and select option accordingly.

For Quick Demo: 3!

Using the Quarantine Manager

Please refer to the Using the Quarantine Manager section under how to manage false positive for details.

Using the Email Summary Report

Please refer to the Using the Email Summary Report section under how to How to increase your usability for
details.

Setting up Auto Whitelist
You may even whitelist the recipient when you send out the email.

When Outbound Mail Scan Service is enabled on Europa, you may also configure Europa to automatically add
recipient to the whitelist.

Go to Auto Whitelist: Click the Utilities drop-down menu and select Black/White List.

Europa  Tools | Ulities | EmmilAdmin  EmmilReports  Logs
@ Anti-Spam I
4 Personakzed Spam Management (FSM) |
=¥ Bhick/Whie List -
) Change Passward E

Select Auto Whitelist tab.

| E7 BiackWhite

My Blacklist | My Whilelist | Import/Expor My Lists IEEHSRUSIENE  Group BlackMhite List

| At white List Qulbound Recipients & Enapte  Disable
I Updnde | | Cancel| Resetie Defaulls |

Enable Auto Whitelist: Uﬁder option Auto White List Outbound Recipients, select Enable and click Update.

Disable Auto Whitelist: Under option Auto White List Outbound Recipients, select Disable and click Update.

Using the Quarantine Manager 15
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How to increase your usability

PSM

@ This feature is only applicable if PSM is enabled by your administrator.
PSM stands for Personalized Spam Management. With this feature, you can black/whitelist a sender directly from
your email. Each email you receive is enveloped with a set of icons. Clicking on an icon allows you to perform

the task represented by that icon.

The PSM envelope consists of the following 5 icons:

EJ View your email summary @ Blacklist domain M Blacklist email @ White domain M
Whitelist email

Here is an example of an enveloped email:

EIOEEER

Powered by Eurcpa SPAM contraller test
Enable Envelope Mode and customize your own PSM configurations

To receive PSM enveloped emails, you must enable Envelope Mode, the following steps explains how you can
enable and configure Envelope Mode.

1. Go to PSM Setup: Click the Utilities drop-down menu and select Personalized Spam
Management(PSM).
| Europa  Tools | Ulities | Emaisdmin  Eraifeports  Logs
§ Anti-Spam I
i@ Personalized 2 poreonaized Spam Management (PSM)
S BackWhits List

;) change Password

This feature is ny
Usze S5a

2. Select Yes radio button for Enable Envelope Mode.
3. If you want to customize your envelope configurations, select Custom radio button for Use Settings
from. Change configurations as desired.
Note: By default, the My Domain option is selected. If you can not select Custom, it means this
feature is not user configurable, please consult your administrator.
4. Click Update to save changes.

How to increase your usability 16
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[ Personatized Spam Management {F5M) Setup

Enable Ervelrpe KModa & Yes O Mo g
Use Setings rom ¢ My Bomain © Faciory Detault ™' Gustom Sample Email Praview:

Ermeelape Mo { Lange kcans & small leons Long Texl " shor Tex

Envelope Position & Top  Botlom BB rossred by Europa SPAM conlrol
Display Domain bﬁli'ﬁ'\- Yes Mo % ol

i
Audditional Teaxt Aller kons | I

Discovery Manager

Discovery Manager is a discovery tool that makes viewing/searching/exporting archived emails easy and
efficient.

With Discovery Manager, you can:

® Quickly find the emails you need.
¢ Find emails that you have already removed from your Inbox.
® Click once to export email to your Inbox.

Go to Discovery Manager page: Click the Tools drop-down menu and select Discovery Manager.

pemmemmamnanay

Europa | Tools | Utiies EmailAdmn  EmaiReports  Logs

‘zsouamnthe Manager
@ Antl (4 piscovery Manager
This fez_ é Sandezr Profilz Analysis

You will see 3 b{ittons at the top of the Diécovery Manager panel.

cq] Discovery Manager

Show All| Search Archived EmailsJ Discover

Show All - Display all the email messages archived on Europa.
Search Archived Emails - Search for email messages based on criteria.
Discover - Export the selected emails.

Display all the email messages archived on Europa: Click the Show All button.

Search for email messages based on criteria

1. Click the Search Archived Emails button.

PSM 17
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Search Archived Emails % L8

Usar D sesler2@joviantechnalo. Subject |
IniSut bound | Both _'J

T——

Sender|

Email Time hd
‘Search iHescl wildCGard = **

2. Input the query information accordingly and Click Search.

Show AIII Soanch Achved Emallsi Dlmmr|

I~ Time I | Size Sender Subject
[T 2009-07131337098  In 1K tasteri@joviantechnology.com | Testemail

::::: m—-@ 2009-07-13 134249 | In 1K testar@joviantechnology.com | Last Chance be Beat This Summer's Emall Threats
™ 2002-07-13 1 34420 I 1K lesbar@joviantachnologycom Last Chance 1» B2al This Summers Email Threats
I_ 2009-07-13 1 3:45:03 I iK b b rB@juvi:n'lcchrnlngf.num Last Chance to Baat This Summer's Email Threeats ]

View message on screen: Double click on any cell of the message.

Export emails: Check the emails that you want to export and click the Discover button to have the emails
exported to your Inbox.

User preferences

You can switch from basic to advanced menu or vice versa and change the display settings from User
Preferences.

Go to User Preferences page: Click the Europa drop-down menu and select Preferences.

|
Eurcpa | Tools  Wiilites  Email Admin  Email Repaers

@ Hep

™ Home Poge |
A Preferences Default Mode & Basic
-ﬁ.ﬁhnu'l Europa [
I Logoul linas=
You will see 3 sections in the User preferences page.

At the top, it shows the current mode of Europa. Followed by Basic display settings and Advanced display
settings.

Discovery Manager

18
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& Wser Prelerences

Dalnidt Mods ™ Bnge ¥ Advansed

Basls Display Setlings
FaicoeC Il FIlc - Bre ol crEBrBcilclB-rEC-rB
FardSioe ™ ga  an € ad & aa T ad © oA Cad Cad T ad T aA Cah
Sherw koand o Panal v ves O Mo & sampile Pansl

S kear in Meau ™ Yes U ha

I Fonl Siza
Initinl Modluk | Eunnpa->Home Poge j

Auees Displayed (Pogs |5 =]

Advanced Displny Settings
Facicoor " [l ¢l cllcle clcrBlcrBclcElcBeR
FortSiza ™ o ™ an Cpa @ aa Cad S aaC eA Cad C A ad Cal
Shaw lcans an Panal & Yes © o & sample Panel

Shaw lcans in Menu ¥ Yes { Ko

Feznl Sida
Initial Modiuls | Eurga-=Homs Page ll

Rows Displayed /Pags [ 10 7|
.Llp-d.a!t' ¢ans-c F;cw:ll o I':k:h.ulls.
Switch mode
There are 2 modes:

¢ Basic mode contains a minimal set of features for you to use Europa.
¢ Advanced mode contains all the features that you are entitled to use on Europa.

Swtich from basic to advanced mode: Select Advanced for Default Mode and click Update.

Swtich from advanced to basic mode: Select Basic for Default Mode and click Update.

Advanced Topics

Forwarding your emails to multiple accounts

When forwarding email addresses are defined, Europa will forward your inbound emails to all the forwarding
addresses. You also have the option to only forward emails from the whitelisted senders.

Go to Forwarding Service: Click the Email Admin drop-down menu and select Forwarding Service.

Eurcpa  Toos  Utitis | EmolAcmin | EmoiReports  Logs

- - = &) Forwarcing Servee -
uig Forwarding Service . MFOP i
. Fowarding o @ web Mail
T o9 Auo Reply Setup
Emall nddress 1| 1IabC e rremee—e——

Enable Forwarding Service

1. Check Forwarding to to enable all the forwarding email address fields below.

User preferences 19
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2. Enter the forwarding email addresses and click Update.
Note: You may define up to 5 forwarding email addresses.

Forward emails only from the Whitelisted Senders: Check Forward Whitelisted Senders Only and click
Update.

| wlg] Farwarding Service

| = ——— Check o enable the fields below
Ii:--'{)l Forwarding o

Email address 1
Email addrass 2
Email addnees 3
Email addass 4

Email sddress 5 |
[~ Forward Whitelisted Sendors Only
update| |cancel |

Setting up Auto Reply

@ This feature is only applicable if Europa is an email server.

Similar to other email servers, Europa can automatically reply to new emails when you are out of office. Europa
allows you to preset your auto-reply message content and out of office time period.

Go to Auto Reply Setup: Click the Email Admin drop-down menu and select Auto Reply Setup.

1
Europa Tools  Utiies Emai Admn | Eomd Reports Logs
o] Forwarding Servce
MPOP
@ Web Mat
@ Auto Beply Setup

ulg Forwarding Service

[+ Forwarding %
Email address 1

Set up Auto Reply

1. Check Auto Reply to enable auto reply.
2. Select Start Date and End Date from calendar.
3. By default, Default is selected and used as the auto-reply message by Europa.
Select Personalized Auto Reply Message if you want to handcraft your own message.

Type in your personalized message in the textbox.
4. Click Update.

Forwarding your emails to multiple accounts 20
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& Auto Reply Setup

Select date for the
Ao Repl
Check to enable‘@ o = = autoreply period  ——0
Slart Datel,, 200971 ~ | End Date V| 20037014 7

& petaull ¢ Forsonalized Aute Reply Message

U poiate I,.'S.;EEEE_F] | Reset o Defmulis

Disable Auto Reply: Uncheck Auto Reply and click Update.

Changing password

@ This feature is NOT applicable for LDAP/Active Directory user.
This password is used to login to Europa. Your new password will take effect the next time you login.

Go to Change Password: Click the Utilities drop-down menu and select Change Password.

I =

| Eurcpa  Took | Utities ! Emnil Admin  Emuil Repecls  Logs
@ Anti-Spom

2 Personaized Spam Managament (PSM)
[T Buckwhee List

4, Change Password

2 Auto Reply §

I~ Avio Roply

-

Change Password

1. Enter New Password of at least 6 characters long.

2. Re-enter the password in Confirm New Password field, this must match the password in the New
Password field.

3. Click Update.

i &, Change Password

| Mew Passwornd o sprce or single quole charaoter

Coanflirm Maw Passwond

Viewing Email Summary

Europa has a very rich set of reporting tools that allow you to view up-to-the-moment email summary. With this
tool, you do not have to wait for scheduled summary reports to be emailed to you and no summary report emails

Setting up Auto Reply 21
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will pile up in your Inbox.

Go to Email summary: Click the Email Reports drop-down menu and select Summary.

L

Evopa  Tools  Utiites  Email Admin | EmailReports | Logs |
E [Q Summary

P ¢ Schecukr
Make the query

Email Summary allows you to choose the period of email status within the past two weeks and pick what exactly
you want to see.

Start Date | Z0SF15 ¥ | End Date | 205715 ¥ | Show Filler |HTML Bepor| | PDF Reper

Cleik to show all filers
You may query about the emails within the last 2 weeks.

1. Select Start Date and End Date from calendar.
2. Click HTML Report to view report within page below in HTML format. Or Click PDF Report to view
report in PDF format. Make sure you have Adobe PDF reader installed. ( For more information: [41)

Customize the filter

By Default, Europa will show all the emails on the selected period. If you do not want to view everything, you
may customize the filter.

Click Show Filter. Check the filter accordingly to your need. Enter the Email Address Filter if you need to
search for a particular sender. This can be a substring of the email address.

Email Summary

iz |HTML Report| | FDF Report

Start DEI.IE[ 20097115 T | End Date | 2008715 7 [ H

Click [Email Fiiter [~ Black-Listed [ White-Lisled [/ Passed-Through |7 Forward [ Autoreply |7 Released
It hmk-E Spam/\Virus Filler [+ Dropped [ Guarantined [ Tagged

ulr;f'c i Outgoing Filler |+ Sent [« Black-Listzd [« Released e Aaarantined je “Minis

all In Fosy .

Emall Addrzss Filter

For example - To view the pass-through email from sender 'ka@bitpipe.com’, you can do the following:

Viewing Email Summary 22
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Emall Summary

581-‘"1 Date | 200715 ™ | End Date Hide Filker E
Email Filier [ Black:-Listed [~ White-Listed [+ Passed-Through
Spamiirus Filer [~ Dropped [~ Cuarantined [~ Tagged
Cuigoing Filker [~ Sent [ Black-Lislad [ Rebeased

Email Address Filler I_I;_rilpi_j_}q._a_c_rm_ |

Searching Pattern: bitpipe.com

Wed Jul 15, 2008

Jul1 5 05:55:00 Pass el from e ndar [Ea@bespe oom] [Bo0se:0.93) 7

Jult506:12:20 Pass  emil fom oo ndor [ka@bepipe.com] [scom:118) 2
Jul1506:12:80 Pass nmhlnmmnmrww Pn:un:ﬁ.il:l:lz
Jull 5385550 Pass am!lwmwnﬂr[kaﬂbﬂﬂg‘ ﬂrj hr.nm'.d-.!Sﬁi
Tatal: 4 Black Lisbed: 0 Whie Lissed: 0 Pass-Thrugh: 4

Setting up your Email Report schedule
Europa allows you to customize your summary report email delivery schedule.
The scheduler lets you specify:
1. where to send the email report to. ( Default: Europa sends to your email account. )
2. what to send. ( Default: Email report is sent in HTML format, and only sent if there is email activity
within the report time. )

3. when to send. ( Default: Daily is checked )

Go to Email Report Scheduler: Click the Email Reports drop-down menu and select Scheduler.

[ Euopa  Tools  Utiites  Email Admin | Email Reports | Logs

@ Summary  —
& Schecuker |

<& Email Report Scheduler l

Set up a personal email report schedule: Select options accordingly and click Update.

2 Emall Feport Scheduler

Whene ko send; -
Sand To ?cskl@pumn.:i ]

Whal ko send:
[~ Tesmtbazad [~ Mo email actity summary [ Cuaranlined amails only
sortby | Time =
Wikan ko send:
[ Daily (3o @3 AM)
Haurky

o i 2 ] 4 5 (-] 7 B ] L} i1 1z (] 2 3 £l 5 & i & ]
A I ] e A 2 o o ol 2 oAl ol ol M il I il

| An Fa |

ALK P
Serd Al Feper! Tl Tima | Rapert Erd Tima Birel M Ppert St Time | Fipons End Time |

L] o LB L) Lol Ll
mm Liaee) ]

Setting up your Email Report schedule
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Send To - Email address of where email report is sent to.
Text based - Check if you want your email report in text format.
No email activity summary - Check if you want to receive an email
report even when there is no email activities within the report time.
Quarantined emails only - Check if you ONLY want to receive any
email report based on quarantined emails.
Sort by - Select the order of report entries.
Time: sort by time in ascending order
Action Type: sort by action type in ascending order
Reverse order of action type: sort by action type in
descending order
Daily - Check if you want to get a daily summary of your emails of the
previous day.
Note: The schedule at the bottom shows you when the report summary is
being sent and the time frame of the inbound email status that is being
covered.

In the above example,

¢ Email report is sent to tester @ jovian.ca.

® Daily summary is sent @ 3 A.M. every night.

® Email summary for midnight - 8:59 is sent @ 9 A.M.
® Email summary for 9:00 - 14:59 is sent @ 3 P.M.

Viewing logs

Europa keeps track of changes to the settings, it has a very rich set of log tools that allows you to view all the past
settings being changed.

Go to Service Log: Click the Logs drop-down menu and select Service Log.

l Eurcpa Tools Utities Email Acdmin  Email Reports Logs
&/ Sevie Log :-

| 78 llear Hama Pana

Notes and references

http://www.joviantechnology.com/resource.html
http://www.joviantechnology.com/patches/EuropaPluginInstall. pdf
http://www.joviantechnology.com/rightMouseVideo.html

2 http://get.adobe.com/reader/

1.2
2.2
3.2
4.2
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Appendix

amavisd-new 2.4.0

Copyright (c) 2002,2003,2004,2005,2006,2007 Mark Martinec, All Rights Reserved
http://www ijs.si/software/amavisd/LICENSE.txt

apache 2.2.3

Copyright (c) 1995-2007 The Apache Software Foundation
http://www.apache.org/licenses/LICENSE-2.0

clamAYV 0.95.1

Copyright (C) 2002-2007 Tomasz Kojm

http://clamav.net/doc/latest/clamdoc.tex

courier-authlib 0.62.2

Copyright (c) 2000-2007 Double Precision, Inc.

http://www.courier-mta.org/authlib/

courier-imap 4.5.0

Copyright (c) 1998-2007 Double Precision, Inc.
wWww.courier-mta.org/imap/main.html

CentOS 5.3 kernel 2.6.18-128.el5

Copyright (C) 2009 CentOS
http://www.centos.org/docs/5/html/5.2/Deployment_Guide/In-id2973331.html

GNU General Public License

Copyright (c) 1989,1991 Free Software Foundation, Inc.
http://www.gnu.org/licenses/gpl.txt

KompoZer 0.7.10

Copyright (c) 1998-2007 Contributors. All rights Reserved.
http://kompozer.net/about/

ImageMagick 6.2.5

Copyright (C) 1999-2005 ImageMagick Studio LLC

logrotate 3.7.4

Copyright (c) 1995-2001 Red Hat, Inc.
http://www.imagemagick.org/script/license.php
http://download.fedora.redhat.com/pub/fedora/linux/core/5/i386/os/repodata/repoview/logrotate-0-3.7.3-2.2.1.html
mediaWiki 1.13.3

Copyright (C) 2001-2008 Magnus Manske, Brion Vibber, Lee Daniel Crocker, Tim Starling, Erik Moller, Gabriel Wicke,
Avar Arnfjord Bjarmason, Niklas Laxstrém, Domas Mituzas, Rob Church, Yuri Astrakhan, Aryeh Gregor, Aaron Schulz
and others.

http://www.mediawiki.org/wiki/Project: Copyrights

mpop 1.0.17

Copyright (c) 2005,2006,2007 Martin Lambers and others.
http://mpop.sourceforge.net/documentation.html

msmtp 1.4.17

Copyright (c) 2005,2006,2007 Martin Lambers and others.
http://msmtp.sourceforge.net/

openSSH 4.3p2

Copyright (c) 1999-2007 OpenBSD

Copyright (c) 1995 Tatu Ylonen <ylo@cs.hut.fi>, Espoo, Finland. All rights reserved
http://www.openbsd.org/cgi-bin/cvsweb/src/usr.bin/ssh/LICENCE?rev=HEAD
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openSSL 0.9.8a

Copyright (c) 1999-2007 The OpenSSL Project, All rights reserved.
http://www.openssl.org/about

perl 5.8.8

Copyright (c) 1987-2007, Larry Wall

http://dev.perl.org/licenses/

perl module Archive::Tar 1.29
http://search.cpan.org/~kane/Archive-Tar-1.30/lib/Archive/Tar.pm
perl module Archive::Zip 1.16
http://search.cpan.org/~adamk/Archive-Zip-1.18/lib/Archive/Zip.pm
perl module Authen::SASL 2.10
http://search.cpan.org/~gbarr/Authen-SASL-2.10/lib/Authen/SASL.pod
perl module BerkeleyDB 0.27

perl module Bit::Vector 6.4
http://search.cpan.org/~stbey/Bit-Vector-6.4/Vector.pod
http://search.cpan.org/~pmgqs/BerkeleyDB-0.31/BerkeleyDB.pod
perl module Carp::Clan 5.3
http://search.cpan.org/~stbey/Carp-Clan-5.3/Clan.pod

perl module Compress:Zlib 1.41
http://search.cpan.org/~pmqs/Compress-Zlib-1.42/Zlib.pm

perl module Convert::TNEF 0.17
http://search.cpan.org/~dougw/Convert-TNEF-0.17/TNEF.pm

perl module Convert::UUlib 1.06
http://search.cpan.org/~mlehmann/Convert-UUlib-1.06/UUlib.pm
perl module Date::Calc 5.4
http://search.cpan.org/~stbey/Date-Calc-5.4/Calc.pod

perl module Digest::MDS5 2.36
http://search.cpan.org/~gaas/Digest-MD5-2.36/MD5.pm

perl module 1O::Stringy 2.11
http://search.cpan.org/~dskoll/IO-stringy-2.110/1ib/IO/Stringy.pm
perl module libnet 1.19
http://search.cpan.org/~gbarr/libnet-1.19/Net/libnetFAQ.pod

perl module MIME-tools 5.42
http://search.cpan.org/~dskoll/MIME-tools-5.420/1ib/MIME/Tools.pm
perl module MIME::Base64 3.07
http://search.cpan.org/~gaas/MIME-Base64-3.07/Base64.pm

perl module Mail::SpamAssassin 3.1.0
http://spamassassin.apache.org/full/3.0.x/dist/doc/Mail_SpamAssassin.html
perl module Mail::SPF::Query 1.999.1
http://search.cpan.org/~jmehnle/Mail-SPF-Query-1.999.1/lib/Mail/SPF/Query.pm
perl module Net::CIDR::Lite 0.18
http://search.cpan.org/~dougw/Net-CIDR-Lite-0.18/Lite.pm

perl module Net::LDAP 0.33
http://search.cpan.org/~gbarr/perl-l1dap-0.33/lib/Net/LDAP/FAQ.pod
perl module Net::Server 0.93
http://search.cpan.org/~rhandom/Net-Server-0.94/lib/Net/Server.pm
perl module String::Random 0.21


http://search.cpan.org/~adamk/Archive-Zip-1.18/lib/Archive/Zip.pm
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http://search.cpan.org/~steve/String-Random-0.21/1ib/String/Random.pm

perl module Tie::File::AsHash 0.08
http://search.cpan.org/~cangell/Tie-File-AsHash-0.08/lib/Tie/File/ AsHash.pm

perl module Time::HiRes 1.86
http://search.cpan.org/~jhi/Time-HiRes-1.94/HiRes.pm

perl module Unix::Syslog 0.100
http://search.cpan.org/~mharnisch/Unix-Syslog-0.100/Syslog.pm

php 5.1.6

Copyright (c) 1997-2007 The PHP Group

http://www.php.net/license/3_01.txt

postfix 2.3.3

Copyright (c) 1999 International Business Machines Corporation and others and it was created by Wietse Venema
http://www.postfix.org/documentation.html

PostgreSQL Data Base Management System 8.1.11

Portions Copyright (c) 1996-2009, PostgreSQL Global Development Group Portions Copyright (c) 1994-1996 Regents of
the University of California

http://www.postgresql.org/docs/faqs.FAQ.html#item1.3

Postgrey 1.32.1

Copyright (c) 2004-2007 ETH Zurich, Copyright (c) 2007 Open Systems AG, Switzerland
http://postgrey.schweikert.ch/

razor2

Copyright (c) 1999-2007, Vipul Ved Prakash.
http://razor.sourceforge.net/artistic.php

samba 3.0.21b

Copyright (C) 1997-2003 Samba-Team

http://us3.samba.org/samba/docs/GPL.html

Slidebar

Copyright (c) 2006 webfx

http://webfx.eae.net/license.html

Spamassassin 3.2.5

Copyright 2000-2002, Justin Mason. All rights reserved.

SpamAssassin is distributed under the Apache License, Version 2.0
http://spamassassin.apache.org/full/2.6x/dist/License

squirrelmail 1.4.6

Copyright (c) 1999-2007 The SquirrelMail Project Team

license http://opensource.org/licenses/gpl-license.php GNU Public License
http://www.squirrelmail.org

symfony 1.0.12

Copyright (c) 2004-2008 Fabien Potencier

http://www.symfony-project.org/license

syslog-ng 2.1.4

Copyright (c) 1999-2004 BalaBit IT Ltd, portions were contributed by Jose Pedro Oliveira
http://www.balabit.com/products/syslog_ng/reference-1.6/syslog-ng.html/index.html
wz_tooltip.js v4.12

Copyright (c) 2002-2007 Walter Zorn.

http://www.walterzorn.com

YUI 2.6.0



Copyright (c) 2009, Yahoo! Inc. All rights reserved.
http://developer.yahoo.com/yui/license.html
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